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SEU:CTED RECENT PRIVACY INITIATIVES 

By THE U.S. FEDERAL GOVERNMENT 


St:PTE1\IHER 25, 2000 

I. 	 Federnl 

Pl'otectlng the privacy ofindiyiduals who access government resources c[cdronieally or 
,,,bose sensitive data is ill government files. 

I. 	 Leiter from Ortice of Management and Budget Office oflnfomlation and Regulatory 
Aftilirs Administrato:- John Spotlln on the use of "taokles" on Cedentl govcmnient 
web-sites, (Scplc:-ubcr 5, 2000) 
h:lp;!/WWW.clO.govJdocs/OMBCookics2.htm 

2. Press release and f7edera.! Register Not~ce announcing a study of the treatmem of sensitive 
personal information in bankruptcy cases. (July 26, 2000) 
http://www.usdoj.go\./ust/privaey/privaey.htm 

3_ Orfice of Mnnagemenl and Budgel Director Jacob], Lew memorandum on privacy policies 
and data coHCClioll on websitcs. (June 22, 2000) 
hHp:/JW\VW,Whlt~!.~911SC .govJo01bimcn:onlnd.vmOO-13 J:iml 

4, lRS "privacy impact .jl$seSSmenl j " vo:cd bcst practice by federal chicCinfommtion 
omcers, (February 25, 2000) 
h1tI)://w\V~y':.cio.gov/docs/IRS.htm 

5. Box on protecting personal privacy in proposed FY 2001 Federal Budget, 
http://w3 access,gpo,govlusbudgetlfy200 IIpdflbudgeLpdf (go to page 296) 

6.01'.13 Dlrcctor Lew memorandum on website policies. (June 2,1999) 

http://w\.\'w,whitchonse.gov/ombh~lel norandalm99-18.html 


7. 	 President's mcmomndunl ,on Privacy Act (May 14, 1998) and memorandum from OMB 
Director Lew. 
http://www.whitehouse.gov/omb/memorundalm99·0S.html 

II. 	 Federal Tnlde Commission 

I'ri":lCY activities of the Federal Trade Commission. 

1. 	 Link 10 various pdvacy bitiatives of the FTC. 

http://www.fic.gov!privacylindex.ht111 1 
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III. 	 Fintlucial 

Protccting the private, pcrsonal finllnd:lI information of consumers. 

I. Treasury li:lder-Sccretary Gary Gensler testimony on personal financial privacy, (June l4, 
2000) 

htlp:l/www.house.gov/bankin.g/61400gen.htm 


2, HR 4585. Admimsiration financial privacy plan, as introduced in Congress. (May 6, 2000) 
hllp:l/lhomas.ioc.govlcgi-binlqucrylC?c 1 06:Jtemei--<; 1 OGwBaamP 

3. Clinton-Gore financial privacy plan outline. (April 30, 2000) 
hHp:/JwW\v.pub. \vhitc!Jousc.gov!urHcsII2R ?um: pdi :lloma.eop.gOY. us!2000/S/1I2.tex1. I 

4. 	Financial privacy press briefing, (April 30,2000) 
hUp;/Iwww.pub.whitehouse.gov/uri-res/12R?um:pdi:l/oma.eoI'.goy. U 5/2 000/5/2/4 .tex t. J 

5. 	 President's remarks at E~tstem Michigan University on plan to protect financial privacy. 
(Aprii30,2000) 
http://www.pub.whitehousc.gov/uri-res/12R?um:pdi:lloma.eop.gov.us/2000/512IS.text.l 

6. President's remarks at the signing of financial modernization legislation. (November 12, 1999) 
http://www.pub.whitchotlsc.£Qv/uri-rcs!!2R.!urn:pJi:!/oma.eop.gov.us!1999/1 1/ J2129. tcx!. J 

7. 	 Treasury CmlcrwSccrc:a:-y Gary Gensler testimony on personal financial protection. (July 21, 
1999) 
http://www.housc.govlhanklng/72199gcl1_hlm 

8. 	 President's speech on fiml!lci.1l privacy protection, (May 4, 1999) 
bup://w\Vw. pub. whilehousc, goy/uri -reslJ 2 R"7 u m:pd i :!10ma. e-op .go v . us/1999/S/5/3. tex I, I 

IV. 	 Genenl! -- Administration 

Haising awareness of IJrivacy isslIes ill genera] and calling fOl' all "Electronic BiU of J~jghts" for 
individuals. 

L Profile of the work ofthe Chief Counselor for Privacy by USA Today. (June 7, 

2000) 

http://vlrww .llsatoda y.contll i fe/c yber/tech/cti036 ,hem 


2. Vice President's announcement on privac), issues. (July 31, 1998) 
1m]}:}Iwww.pub. whitehouse,gov/uri ~rcsfl2R?urn:pdi J/oma.eop.gov.nsl1998l81317.text 1 

3. 	 Vice President's remarks at NYU announcing electronic bill of rights. (May 14, 1998) 
ht.{p;/lwww.pub.whitchouse.goviuri-resiI2R?um:pdi:l/oma.eop.gov.us/1998/5/1417 . text.l 
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V. 	 Genetic 

A move to hIm tbe use of genetic information in hiring decisions in tbe redel'al gO\'crnmcnt, <Hal a 
caH to extend those important privacy snfeguards to the private sector. 

I, Announcement by the President of executive order on genetic discrimination. (Febnlary 8. 
2000) 
http://www"pllb.whitchouse.gov/uri.reS/12R?um:pdi:lloma.eop.gov.uS/2aOO/2/St? .text. 2 

2. Text ofexeclllive order. (February 8. 2000) 
http:/; www:puh. whitchotlse.sov/uri-rcs/I2 R '{um: pdi :1lorna,:?oe.g0 v . us!2000/2/8/8 .{exL 2 

3. Fuct sheet on the announcement of the executive order. (February 8, 2000) 
http://www .pub. whit el~~~Hlse.gov/un-res/12R ?urn: pd j:iIoma:.~op.gov .lIs/2 000/2/9/2.(ex t. I 

4. Legislation supported by the Administration to ban genetic discrimination in the private sector. 
(July.:.1999) 
htlp:lithomas.loc,gov!cgi.binhlucrylC'!c I06: Itemp/-c IOGuPWCK6 

VI. 	 Medical 

'Vriting rules to ensure that individuals' most personal medical iufornllltia~ is not relensed without 
iluthorizatioJ). 

;" l\:stimony by Margaret A. Hamhurg. Ass!s:a:11 Secretary for Ph:nning a:ld Evaluation, U.S" 
i)<:partmcnl or Health and Heman Services. (Febnl,u)' l7, 2000) 
hup:l/wnysundn:eans.housc.gov/healthll 06cong/2-17 -00/2-1 7bambJum 

2. 	 Proposed medical privacy rules- (November 3,1999) 

!mp;t!enn:aspe,hhs.gov/o_f.~ w~~!plS<j!lermM rule. library 


3. 	 Medical privacy rules annOuncemeot. (October 29, 1999) 
Imp :/z~~'ww:Iluh. \vhitchotlsc.govfuri ~rcS!I2!3-?um: pdi ;lloma.eop. goy ,\15/1999/1.9/29/4. text, 1 

4. 	 Presidenl's remarks at lhe 2.nnouncemenL (October 29.1999) 
http://www.pub.whitehouse.gov/uri-rcs/12R?um:pdi:/loma.eoQ..gov.uslI9991 I 0129/6, text.l 

5. 	 Announcement of Health and Human Services Secretary Donna Shalala's report, urging 
Congress to protect personal medical records, (September 11. 1997) 
~)H!):fJwww.hhs.gov/ne\~~!pressli 997prcs~?70911.html 

6, Tc-.xt of Helllth and Human Services report. (September 11,1997) 

hnp:!!aspc,os.dhhs,govladmnsimp/pvcrecO.htm 
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VII. 	 Online Privacy 

Encouraging effective self-regulatory on-line ))ri\'<lcy initiatives. 

1. 	 Announcement of new self-regulatory code for on~line profiling (July 27, 2000) 
http://204. 19J.246.62/p"blic.nsfidocs/E4CEDI9B785783E8852569290071 OA 78 

2. 	 Network Advertising Initiative self-regulatory code text. (July 27. 2000) 

hUp:llwww.networkadvcrtising.org/press/principles.pdf 


3. 	 Commerce Secretary William Daley's stulcment on efforts to promote: on~lilie privacy. (M~y 
22,2000) 
hltn:l/osccm 13 .<?~~~.doc.go\'lpubJic.l1s f/docsfFE72F69B4 AA C3ABA85 2568E700776E90 

4. 	President's speech at Aspen Insrituie. (March 3, 2000) 
http://www .pub. whitchouse.gov/uri-resn2R?urn :pdi:l foma.eop.gov. tls/2000!313127. tex!.l 

5, Annual report on electronic commerce by the U.s, Government Working Group on Electronic 
Commerce. (1999) 
hUp:/Iwww,ecommcrce.goviannrpt.htln 

VIJf. 	 Online Security 

Efforts to promote public safelY in cyberspace, }llongsitle individual privucYl mHI to update U.S. 
hu,s for the Intcr~lct Age. 

1. 	 Fact sheet on Administration legislative proposal. (July i7, 2000) 
http://www.pub.whitehouse.gov/llri·resII2R?um:pdi:lloma.eop.gov.usl200017/17/15 .text.1 

., Speech by White House Chief of StaffJoho Podes,", (July 17, 2000) 
hUp:!Jwww, ,)uh. \vhi~~!~~_~!_sc. ~ov/uri~rcsf[2R ?urn: poi :!!oma'€i.?f'Jf,OV ,\.15/2000/7/18/4.tcx;, 1 

3. Clinton Admmistrntion legislative proposal on cybcr-security. 
h!.!p:J/thonws.l2Sgov/hol1lG~~J9Gq\lory.html#biIlno (sc<.lrch for bill S, 3083) 

4. Memorandum by Office of Management and Budget Director Ju<:ob J. Lew, "Incorporating ~md 
Furiding Security in Infommtion Systems Investments." (February 28, ZOOO) 
hUp:/Jwww.whitehouse.gov/omb/memorandalmOO-07,htlnl 

5. Cybersecurity Summii, with President's remarks. (February 15, 2000) 
hIt:J : IIw~vw. pub. whitehouse.gov!1I ri-rest! 2R? urn: pdi :lloma. e~ I!.go v. usn000!21 t 5.12, lex t, 1 

IX. 	 Privacy and Encryption 

A ncw strategy to balanec privacy, electronic commerce, and national security. 

1. Encryption announcement. (September 16, !999) 
!1ltp:llwww .pub. whilchou:;c_go\'/urk'CslI2R?unq~di:!/oma.eop gOY usl1999/9IJ 6/17,tcxt.! 
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2, Encryption press briefing. (September 16, 1999) 
ht:p:/Iwww.pub.whitehousc.gov/Hri~[CSiI2R?urn:pdi:llama.cop.gov.us/1999/9/17/2 ,text. i 

X. 	 S~lfe Harbor 

PJ'()\"isiOIiS uucicr which pcrso!l~tl information may he transferred from the European Union tnlhl' 
United Slates, 

1. 	 Saf:e harbor principles, (June, 2000) 

http://www.ita.doc.gov/td!ccomiSHPRINCIPLESFINAL..htm 


2. 	 Frequently asked questions, (June, 2000) 

http :1t.~v\Vw .i1a. doc.go v ltdlecomimemLh tft) I 


3, 	 S"fe Harbor statemen> by Commerce Secretary Bill Daley, (May 31,2000) 
I:ttp:l/osccnl I },oscc.doc.gov/pub lic. nsfidocs!169CGEEE9AD I CA6485 256.8F00058DF3 7 

XI. 	 Sochll ~~~lIrity Numbers 

Proposing IcgisJ'Hioll to protect individuuls' Soci>!1 Security numbers, a commonly used tool for 
[dcnti1i-catitm JlUrposes iu the United St:ltes. 

L Vice President's announcement of the proposaL (June 8, 2000) 
http;/ /www.pllb.whitehousc.gov/uri.reS!I2R?urn:pdi:11001a.eOp.gov.us!2 00016/9/5 ,\e:-: L ! 

2. Text of the legislation. (June 8, 2000) 

lIHp:llthomas.loc.gov/cgi-bin/qucry/C?c106:.!tcmp/-c1Oodj8x3g 
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EXECUTIVE OFFICE OF THE PRESIOENT 

OFFICE OF MANAGEMENT AND BUDGET 


W;"Si"llNGTON. D,C. 20503 


June 2. 1999 
,.HE OlR£CTOR! 

'.M99-11l 

, MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS 
AND AGENCIES 

FROM: 	 Jacob J, Le·-tr.;>8~v'-1 


DIrector 


Sl.i'BJECT: 	 Privacy Policies on Fe<:ieral Web Sites 

This memorandum directs Departments and Agencies to post dear privacy policies on World 
Wide Web sites. and provides guidance for doing so. As a first priority~ you must post privacy policies 
to your Department or Agency's principal web site by September 1.1999. By December 1, 1999, 
add privacy p,)licies to any other known, major entry points to your sites as V'ell as al any web page 
where you collect substantial personal information from the public. Each policy must clearly 
and concisely inform visitors to the site what infonnation the agency collects about individuals, why 
the agency collects it, and how the agency will use it Privacy policies must be clearly Jabeled and 
easily accessed when someone visits a web site. 

Federal agencies must protect a~ individual's right to privacy when they collect personal 
lnfonnation. This is required by the Privacy Act, 5 U.S.c. 5523, and OMB Circular No, A·130, 
"Management"ofFedcr.llnfonnation Resources," 61 Fed, Reg. 6428 (Feb, 20,1996), and supported 
by the PrinCiplesfor"Providillg and Using Personal Informalioll published by the Infonnation 
Infrastructure Task Foree on June 6, 1995. Posting a privacy policy helps ensure that individuals have 
notice and choice about, and thus confidence in. ho", their personal information is handled when they 
use the Internet. . 

New infol1l)ation technologies offer exciting possibilities for improving the quality and efficiency 
of government service to the American people. Web sites are a powetful tool for conveying 
infonnation on topics relating to activities, objectives, policies and programs ofthe Federal 
Govenunent. Web pages provide a simple and speedy means ofgaining access to information about 
the Government, thereby increasing knowledge and understanding ofwhat Government is doing on the 
people's behalf, Looking ahead, as contemplated for instance by the Government Paperwork 
Elimination Act, people wili conduct more and more business. and other activities with the Government 
electronicall),. W. cannot realize the full potential of the web until people are confident we protect their 
privacy when they visit our sit~ 



To assist Departments and Agencies in reviewing their existing privacy policy or in creating such a 
policy. I have attached guidance and model privacy language for several different infonnation practices 
that may ai'ply to your web sites. You can use the rnode11anguage verbatim, or as a s:arting point in 
crafting a policy tailored to meet your own requirements and needs. 

For any questions about this guidance, contact Peter P. Swire, ClrlefCounselor for Privacy. 
Office ofManagement and Budget. phone (202) 395-1095•. fax (202) 395-5167. ,,-";';1 
Peter_Swire@omb.eop.gov. To provide assistance to Ageneies and Departments in implementing 
web privacy policies. Mr. Swire will fonn a Steering Committee for Federal Agency Privacy Policies. 

Attachment 
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.June 1, 1999 

GUIDANCE AND MODEL LANGUAGE FOR FEDERAL WEB SITE PRIVACY POLICIES 

Eve!)' Federal web site must include a privacy policy stalement. even ifthe site does not collect any 
infonnation that results in creating a Privacy Act record. This statement tells the visitorS to your site 
how you handle any information you get from them. Federal agency web sites are highly diverse, and 
have many different purposes, The privacy policies that agencies write for those sites are also diverse. 
Agencie's must tailor their statements to the {nfanTIation practices ofeach individual site. It is important 
10 post your site:s policy promptly. so visitors to your site know the site's information practices. 

This attachment provides guidance and model1anguage on privacy statements. You can use this 
gilidance and model language to help identify the issues that privacy policies must cover. draft the 
language. and get it approved, This.will anow you to po~ your policies expeditiously. 

Agencies ha\'e been canyin,g out reviews of their systems ofrecords notices to implement the 
President's Memorandum ofMay 14, 1998. Agencies should ~ave sent their repons on their rt;views 
to OMB by May 14, 1999. lfyou have not already done so,.t this time you should posta general 
privacy policy on your Department and Agency web sites, The statement should include a clear overall 
descrip!ion oryour privacy practices. Do NOT delay creating this privacy policy until you revise a1l 
)'our agency's systems ofrecoros. 

This attachment provides a brief discussion of different information practices, followed where 
appropriate by one or more samples from existing federal web sites and by a URL for each of those 
samples, The discussion is based on analysis by the Sleering Committee for Federal Agency Privacy 
Policies. ,The members of the commillee are listed at the end of this attachment. The Sleering 
Committee includes representatives ofdifferent parts ofagencies that may playa role in creating web 
privacy policies, such as web masters, Chief Infonnation Officers, General Counsels, Privacy Act 
officials, and designated privacy policy officials. You can contact members ofthe Steering Committee 
to talk about their experiences in creating privacy policies. 

'. 
This document provides guidance on the following situations: 

(1) Introductory language. 
(2) Infonnation collected and stored automatically . 


. (3) Infonnation collected from .·mails and web fonns. 

(4)Security, intrusion. and detection language. 
(5) Significant actions where information may be subject to the Pri"acy Act 



(1) 	 Introductory language. 

Discussion: \Veb sites are the front door for many contacts. by individuals with the government. 
Having clear overview language about yourpnvacy practices at the start ofthe policy can provide a 
helpful introduction to. web policy. • ... 	 - " .. 

Web privacypolides can reassure individuals that information you colleet about them when they 
visit your Bite will be well and appropriately handled. You should write such reassurances in plain 
English. 

Sample One: 
"Thank you for visiting the White House Website and reviewing our privacy poHcy. OUf privacy 

policy is clear. Vle will coHeet no persona! information about you when you visit our website unless 
you choose to provide that infonnation to us. 

Source: ,\,\\w.whitehouse.govlWHfhtmllprivacy,html. 

Sample Two; 
':The priVQcy ofour cus~omers has a.lways been ofutmm,; importance to the Socj~l Security 

Administration. In fact our first regulation, published in 1937, was written and published \0 

ensure your privacy. Our concern for your privacy is no different in the electronic age. 

Our Internet privacy policy' is: 

You do not have to give us personal infonnation to visit our site. 

We collect personaUy identifiable jnformation (name, email address, Social Security 

numberf or other unique identifier) only if specifically and knowingly provided by 

you. 

Personally identifying infonnation you provide win be used only in connection with 

Social Security Online or for such other purposes as are described at the point of 

coUection. 


- Infonnation is collected for statistical purposes and SSA sometimes performs 
analyses ofuser behavior in order to measure customer interest in the various areas 
ofour 5i\e. We will disclose this information to third parties only in aggregate fonn. 

• 	 We do not give. sell or transfer any person.l infol1llation to a third party. 
• 	 We do not enable "cookies." (A "cookie" is a file placed on your hard drive by. 


Web site that allows it to monitor your use of the site. usually without your 

knowledge.) 


Source: "vww.ssagov/privacy.html 

·2· 



<, 

(2) Informatilln collec.ted and~lored automatically. 

Discusshm: In the course ofoperating a web site. certain information may be collected 
automatically in logs or by cookies. Some agencies may be able to' collect a great deal ofinformation, 
but by policy elect to coHect only limited information. In some instances, agencies may have the 
technical ability to collect information and later take additional steps to identify people. such as by 
looking up static Internet Protocol.ddresses that can be linked to specific individuals. Your policy 
should make clear whether or nO! you are collecting this type ofioformation and·whether you will take 
further steps to coneet more information . . ", 

Sample Onc: 
'"Information Coneeted and Stored Automatically 

Ifyou do nothing during your visit but browse through the website, read pages, or doWnload 
'information. we :viII gat~er and store certain information about your visit automaticaHy. This information 
does not identify you personally. We automatically collect and store only the faHowing infannation 
about your visit: ' 

1. 	 The Internet domain (far example. "xcompany.eom" if you use a private Internet access 
2cco~llt. cr "yoursclloo1.cdu" ify,:)u connect from a aniv~rsity's dCJmain) and lP address: (an IP 
address is a number that is autamatically assigned to your computer whenever you are surfing 
the Web) from which you access our website; 

2. 	The type ofbrawser and operating system used to access our site; 
3. The date and time you access our site; 
4. 	 The pages you visit; and 
S. 	 If you linked to the Whit. House website from another website, the address of that 

website. 

We use this infonnatian to help us make our site more useful to visitors ~~ to learn about the number 
ofvisitars ta our site and the types oftechnology our visitors use. We do not track or record 
information about individuals and their visits. 

Source: www.whitehouse.govlWHJhtmllprivacy.html. 

Sample r""" 
....This is how ~e will handle infonnation we l,earn about you from your visit to our website. The 

information we receive depends upon what you do when visiting our site. 
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·
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If you visit our site to read or download infonnation, such as consumer brochures or press 
.releases: 

We colle<:t and store only the foHowing infonnation about you: the name of the domain 
from which you access the Internet (for example, aol.com, if you are connectin~ from an 
America Online account, or princeton,edu ifyou are connecting from Princetotr 
University's domain); the date and time you access our sitej and the Internet address of. 
!he website m.m which you linked directly to our site. 

-. 
We use the information we co1lect to measure the number ofvisitors to the different 
sections ofour site, and to help us make our site more useful to visitors. 

Source: '\'WW.ftc.govlftc/privacy I.him, 

Sample Three: 
"'Example Infonnation Collected for Statistical Purposes 

Below is an example of the information caUceted based on a sta!idard request for a 
World Wide Web document: 

xxx.yyy.com •• [28IJ3l1!1997:00:00:0 1 -05OOJ 

"GET Isitenamelnews/ru{} I2797.hlml HTTP/1.0" 200 16704 

Mozilla 3.0/www .•Itavista.di gital.eom 


xxx.yyy.com (or 123.123.23.12)·- this is the host name (or IP address) 
assQcia~ed with the requester (you as the visitor), In this t:ase, (....com) 
the requester is coming from a commercial address. Depending on the 
requestor's method of network connection, the host name (or IF address) 
mayor may not identify a specific computer, Connections via many 
Internet Service Providers assign different IF addresses for each session. 
so thebost naine identifies only the ISP, The host name (or 1P address) 
will identiJY a specific computer ifthat computer has a fixed 1P address. 

[281J3l1!1997:00:00:01 -0500]- this iothe date and time oflhe request 
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fj 

"GET /sitenameinewS/ru{J12797.html HTTP/I.O"-thisis the 
location of the requested file 

200 _. this is the st.tus code· 200 is OK - the request was filled 

.. '"16904 .- this is the size ofthe requested file in bytes 

Mozilla 3.0 - this identifies the type ofbrowser software used to aceess 
the page, which indicates what design parameters to use ill constructing 
the pages 

v."\vw.altavista,digitaLcom .... this indicates the last site the person 
visited, which indicates how people find this site 

Requests f()r othe~ types ofdocuments use similar infonnation. No other 
user~identifying infonnation is coltected. 

Source: \y'w\v.defenselink,miVwaminglexample.html 

(3) InformatiQn Collected (rom E-mails and Web Forms. 

Discussion: Many websites receive identifiable information from e-mails or web forms. Some 
statement is appropriate about how the identifiable information is treated when the individual provides it. 
One general and helpful comment is to say (when it is true) that you only use information included in an 
e-mail for the purposes provided and that the infonnation will be destroyed after this purpose bas been 
fulfilled. 

Sample Ono: . 
The Federal Trade Commission has two levels ofdisclosure. On its principal privacy policy page, 

il stale, the following: 

''Ifyou identifyyour,elfby sending an E-mail: . 

You also rn~y decide to send us persona11y·jdentifying information, for example, in an 
electronic mail message cot:ttaining a complaint. We use personally-identifying infonnation 
from consumers in various ways to further our consumer protection and competition 
activities. Visit Talk to Us to learn what can happen to the information you provide us 
when you send us e~mai1:' 

Source: www.ftc.govlfteiprivacyl.htm. 
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The FTC then has the following disclosure at its I1Talk to Us"link: 

You can contact us by postal mail, telephone, or electronically. via an on~1ine form. Before you 
do, there are a few things you should know. 

The material you submit may be seen by vanous people. We may enter the information you send 
into our electronic database, to share with our attorneys and investigators invo!ve,rilllaw 
'enforcement orpubJic policy deVelopment, We may also share it with • wide variety ofother 
. government agencies enforcing consumer protection, comPetition, and other 1aws. You may be 
contacted by the FTC or any ofthose agencies, In other limited ,cimlmstances, including 
requests from Congress or private individuals, we may be required by law to disclose 
infonnatio:1 you submit. 

Also, e·mail is not necessari,ly secure against interception. ]fyour communication is very 

sensitive, Q[ includes personal information like your bank account, charge card~ or social security 

nUJnber j you might want to se:1d it by postal mail instead," 


(4) !leeurity, Intrusion, DetecliQn Language. 

Discussion: Many webmasters use information collected on a site to detect potentially harmful 
intrusions and to take action once an intrusion )s detected. In some situatl0ns. the policy ofthe ageney 
'may be not to collect personal infonnatlon such as from IP logs. In the event of authorized law 
enforcement investigations, however, and pursuant to any required tegal processt information :from 
'those logs and othe~ s?urces may be used to help. identify an indh'iduaL 

Sample One: 
The Department of Defense uses the following Janguage to alert users that information may be 


collected for security purposes; 


·'4. For site security purposes and to ensure that this service remains available to all users, this 
government computer system employs software programs to monitor network traffic to identifY ' 
unauthorized attempts to upload or change infonnation. or otherwise cause damage. 

5. Except for authorized law enforcement investigations. no other attempts are made to identify 

individual users or their usage habits. Raw data logs are used for no other purposes and are 

scheduled for regular destruction in accordance with National Archives and Records Administration 


< ,guidelines. 
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" 


6. Unauthorized attempts to upload infonnation or change information on this service are strictly 
prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986 and the 
National Information Infrastructure Protection Act," 

Source: v:ww,defenselink.millwarning/warn.dl.html. 

- '~.Sampfe Two: Department ofJustice Privacy and Security Notice: 

"For SITE SECURITY purposes and to ensure that this service remains'available to all users, 
1his Government computer system employs software programs \0 monitor network traffic to identify 
unauthorized attempts to upload or change information, or othernise cause damage. 

NOTICE: We will ~ot obtain personally·identifying information about you when you visit 
our site. unless you choose to provide such information to us." 

Source: www.usdoj.gov/p~vacy~fi1e.htm 

(5) Significant actions where information enters 1I Svstem of Records. 

Discussion: To date. a large fractior. of feder21 'web p3ges have not collected sig:1lficant 2mOU!'lts 
of iden~ifiable infonnation in ways that entered directly into systems ofrecoros covered by the Privacy 
Act. Looking ahead, a greater range ofactions may take place based on information provided to web 
sites. 'Examples might include electronic commerce transactions or updating ofinfonnation about 
eligibility for benefits. 

In systems ofreeords where traditional paper collections ofinformation are supplemented or 
Teplaced by electronic fonns offered through a web site, the rules of the Privacy Act continue to apply. 
For situations where a Privacy Act notice would be required in the paper~based world, the general 
principle is that the equivalent notice is required ,in the on-line world, Posting ofthe relevant Privacy 
Act notice e,n the web page or through a well·marked hyperlink would be appropriate. 
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.,:jeering ComIT)iHe~i9f FederaJ Agenc'Y: frivacy Policie~ 

The Steering Committee has helped develop the guidance in this document, drawing on the diverse 
functional experience of its members. Its members are available for questions and comments on the 
development of agency web privacy poliCies. 

Peter-Swire (chair), Chief Counscior for Privacy, Office ofMan.gement and'Budget, phone (202) 
395.1095, ... mail Peter_Swire@omb.eop.gov. 

RogerBaker, ChiefInformation.Officer, Department ofCo1Jll11erce, phone (202)4824797, e-
mail rhaker@doe'llov. " ' 

lohn Bentivoglio, Chief Privacy Officer, Department ofJustice, phone (202) 514-2707, e-mail 
john.t.henlivolllio@usdoj.gov. 

:Ruth Doerllein, IntemetlIntranet Program Manager, Department ofHealth and Human Services, 
phone (202) 690-5709, c-mail ;doerfle@!><:dhhs.gov. 

(1;. 

Peggy Irving, Direetor, Office ofthe Privacy Advocate, Internal Revenue Service, phone (202) 
~83·7755, e-mail peggy.a.irving@ml.irs.gov (note: the number "1 ~ follows @m). 

Vahan Moushegian, Jr., Direetor, Defense Privacy Office, Department ofDefense, phone (703j 
607.2943, .-mail Vahan,Moushegian@osd,pentagon,mil, 

Andy Pincus, General Counsel, Department of Commerce, phone (202) 482-4772, e-mail 

apincus@doc.gov. 
 • 

The following two persons fr~ the Federa.l Trade Commission are not members ofthe Steering. 
Committee. They ~,.ve worked with privacy policies for both the public andprivate sector, however. 
""d have offered to be available for questions from those worldng on agency polieies: 

, 
:Martha Londesberg, attorney, Federal Trade Commission, phone (202) 326-2&25, ... mail 


IZillllldesberg@ftc:gov. ' 


• 
David Medin., Associate Direetor for Financial Practices, Federal Trade Commission, phone 

.(202) 326·3025, ... mail dmedine@flc.gov. 

J 
-8· 

mailto:dmedine@flc.gov
mailto:apincus@doc.gov
mailto:peggy.a.irving@ml.irs.gov
http:doerfle@!><:dhhs.gov
mailto:john.t.henlivolllio@usdoj.gov
mailto:Peter_Swire@omb.eop.gov


: 


, " 
, 

STATEMENT OF 

JOHN T, SPOTILA 
'" 

ADMINISTRATOR, OFFICE OF INFORMATION A."ID REGULATORY AFFAIRS 

OFFICE OF MANAGEMENT AND BUDGET 


SUBMITTED TO ' 


THE SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, 

INFORMATION, AND TECHNOLOGY 


COMMITTEE ON GOVER1'lMENT REFORM 


U],;ITED STATES HOUSE OF REPRESENTATIVES 


MAY 15, 2000 


Mr, Chairman and members of the Committee. thank you for inviting me here to present 
the Administration's views on H,R. 4049, the "Privacy Commission Act.u As Administrator of 
OMB's Office oflnfonnation and Regulatory Affairs, rcare deeply .bout the protection of 
privacy. In 1998, OIRA took on enhanced responsibility for coordinating privacy policy 
throughout the Administration, OIRA already had policy responsibility under the Privacy Act of 
,1974, which applies to federal government systems of records. Now it plays a cental 
coordinating role for privacy policy more generally. Last year, OMB appointed its first Chief 

. Counselor for Privacy, Peter Swire, to be the point person in this coordination effort. Peter.is 
with me hf:re today. 

Thl~ President and the Vice President are committed to the protection of individual 
privacy. As President Clinton said on April 30, when announcing his new financial privacy 
proposal: "From our earliest days, part ofwhat has made America unique has been our dedication 
to freedom, and the clear understanding that real freedom requires a certain space ofpersonal 
privacy." Vice President Gore sbowed similar leadership in 1998 when he callad fur an 
Electronic Bill ofRights, emphasizing that we should aU do ourpart to protect individual 
p~vacy. relying on private sector leadership where possible, on legislation when necessary, on 
responsible government handling ofpersonal infoooation, and on an {nfonned public. 

In studying the proposed findings for H.R. 4049, we find much common ground. We 
agree that Americans are increasingly concerned about the security and use of their personal 
infonnation. We agree that the shift from an industry~focused economy to an information
focused economy calls for reassessing the way we balance personal privacy and information use. 
As Administmtor ofOlRA. I work ex.tensively on infonnation poHcy issues relating to computer 
security. privacy, information collection, and our transition to the electronic delivery of 
government services. In these and other areas, we are working hard to gain the advantages that 

http:Peter.is


come from new tectmologies while guarding against possible costs to privacy and security that 
can come from badly crafted uses ofthose technologies~ 

In some areas, we already know that we must act swifiJy to protect privacy and security_ 
Indeed, the Administration's biggest concern with H.R. 4049 is the risk that some might use the 
Commission as a reason to delay much~needed privacy legislation. We understand that 
supporters ofH,R, 4049 have emphasized that it should not be used as a reason far delay, But 
we are also aware from public reports that those who oppose privacy ref01m would prefer to have 
Congress study the issue indefinitely rather than take action. In the Administration's view, such 
delay would be unwise, We cannot afford to take a year and a half off in protecting Americans' 
privacy. We believe that action is needed now in the areas of financial privacy. medical records· 
privacy, and genetic discrimination. 

Before addressing specific aspects ofH.R. 4049. it would be useful to review recent 
federal privacy initiatives. 

Overview 

There have been extensive initiatives by the Federal government since 1993 to study and 
take appropriate action in the area ofprivacy protection. Study ofprivacy was an integral part of 
the National Information Infrastructure project, sometimes caned the "information 
superhighway" effort, with the issuance in 1995 by an inter-agency Privacy Working Group of 
"Principles for Providing and Using Personal Information," (See: Privacy Working Group of the 
Information Jnfrastructure Task Force, www.iitf.nist.gov/ipclipc~pub.htmL) This effort was led. 
by OIRA, With Administration support, Congress has passed privacy legislation including the 
Drivers' Privacy Protection Act of 1994 (motor vehicle records), the Telecommunications Act of 
1996 (authority for the Customer Proprietary Network Information regulations), the Health 
Insurance Portability and Accountability Act of 1996 (authority for Ihe currently proposed 
medical privacy regulations), Ihe Children's Online Privacy Protection Act of 1998 (children'S 
online records), the Identify Theft and Assumption Deterrence Act af 1998 (deterrence of 
identity theft), and the Gramm-Leach-BIiley Act of 1999 (financi.1 records), 

In the online world, the Administration has encouraged self-regulatory efforts by 
industry. For especially sensitive information ~~ such as medical, financial. and children's online 
records - legal protections are required. Recent activities have included: 

• When children go online, parents should give their consent before companies 
gather personal information, Websites aimed at children must get such consent 
under the Children's Online Privacy Protection Act of 1998 and accompanying 
rules that went into effect in April ofthis year: 

• The Department ofCommerce. the Federal Trade Commission. the White House 
Electronic Commerce Working Group, and other parts of the Federal government 
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have undertaken a wide array ofstudies, reports. workshops. aJ.1d other activities 
to address issues of online privacy. As one example, a public workshop 1ast fall 
challenged the industry to address concerns about "online profiling." in which 
companies collect data. in ways few people would suspect. about individuals 
surfing the Intemet. 

• 	 In the international sphere, the Department of Commerce hllS taken the lead in 
creating "safe harbor" principles for transfers ofpersonal infonnation between the 
European Union and the United States. These principles. to which the European 
Commission has now agreed, recognize the appropriateness of effective self.. 
regulate!}' regimes. In developing the principles, the Department has sought 
public comment on four separ~te oecasions. 

• 	 The President signed the Identity Theft and Assumption Deterrence Act of 1998. 
This March, the Department ofthe Treasury hosted an Identity Theft Summit to 
assist in the prevention, detection. and remediation of the significant problem of 

. malicious misuse of another person's personal infQrmation for fraudulent 
purposes. 

• 	 The Administration continues to build privacy protections into its own activities. 
Last year, for instance, aU Federal agencies successfully posted clear privacy 
policies on their websites. Programs are now underway to strengthen Government 
computer security to provide new privacy safeguards for personal information 
held by the Government. The new Privacy Subcommittee of the Chief 
Infomlation Officers Council is undertaking initiatives to ensure that privacy is 
effectively built into government information technology systems. 

Financial records. 

Congress discussed financial privacy intensively in the course of its financial 
modernization debate last year, As the President pointed out when signing the Jaw, the 
modernization law took significant steps to protect the privacy of financial transactions, but did 
not go far enough. The President .sked OMB, the Department ofTrcasu!}', and the National 
Economic Council to craft a legislative proposal to close loopholes under existing law, On April 
30, he announced his plan to protect consumers' financial privacy. This plan would include: 

.. 	 Consumer choice: Giving consumers the right to choose whether a finn can share 
consumer, financial Information with third parties or affiliated finns. 

.. 	 Enhanced nrotection for especially sensitive inform1ation: Requiring that a 
consumer give affirmative consent before a finn can gain access to medical 
information within the financial conglomerate. or share detailed inforntation about 
a consumer's personal spending babits. 
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• 	 Access and correction: Giving consumers a new right to review their infonnation 
and correct material errors. 

• 	 Effective en(grcement Providing effective enforcement too.ls for financial 
institutions subject to Federal Trade Commission enforcement ofprivacy rules. 

• 	 Comparison shop on privacy policies: Giving consumers privacy notices upon 
application or request so they know how infonnation is protected before a 
customer relationship is established, 

These provisions were introduced in the House as H.R. 4380, attracting immediate and 
substantial support in both the House and the Senate. As Secretary oflhe Treasury Lawrence 
Summers emphasized on March 7, ''It's time to start now." 

Medical Records. 

There has been a longstanding appreciation in the United States that individual medical 
records include especially sensitive infonnation, Disc!osing medical data can reveal wh~t is 
happening inside a person's body. such as a report that a person is HIV positive. or inside a 
person's mind. such as the transcript of a session with a psychotherapist. The Federal 
government has recognized these concerns at least since 19-73. when the Department ofHealth. 
Education, and Welfare first announced the basic fair infonnation practices that underlie privacy 
policy today. 

Congress recognized the need for )egaJ protection ofmedical records when it passed the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA). After extensive 
discussions with stakeholders and as required by HIPAA, the Secretary of Hea1th and Human 
Services issued her recommendations for health privacy legislation in September 1997, 
Congress was unable to meet the HIPAA deadline for enacting comprehensive privacy 
legislation by August 21, 1999. Accordingly, the President and Secretary Shalala announced 
proposed privacy regulations on October 29 oflast year. It was HHS's goal to make the 
regulation process open to those who wanted to communicate their concerns in person. HHS met 
with many individu'als and organizations to hear their concerns and clarify provisions of the 
proposed rule. HHS received over 53,000 submissions ofcomments by the February 11, 2000 
deadline. HHS is now consid~ng those comments) and the regulations will become final this 
year. 

Although lhe medical privacy regulations will become final this year, there is a pressing 
need for further Congressional.ction. As HHS Assistant Secretary Margaret Hamburg testified 
in February of this year: "Health infonnation privacy is a top priority for the Department and the 
Administration. and we continue to believe that legislation is the only way to achieve the goal." 
President Clinton explained some of the reasons for legislation when he proposed the privacy, 



regulations last October. The Administration is espe<:iaUy concerned that the enforcement powers 
under current law are not as effective as they should be. We recommend federallegislaHon that 
would aHow punishment of those who misuse personal health infonnation and redress for people 
who are harmed by its misuse. Administration officials have testified often on what should be 
included in medical privacy legislation, and we urge that there be no delay on this subject. 

Genelic Discrimination. 

This February 8. President Clinton signed an ex,",utive order that prohibits every federal 
department and agency from using genetic information in any hiring or promotion action. This 
order ensures that critical health information from genetic tests not be used against federal 
employees. The President has also endorsed the Genetic Nondiscrimination in Health Insurance 
and Emp10;ment Act of 1999. introduced by Senator Daschle and Congresswoman Slaughter. 
which would extend these protections to the private sector and to individuals purchasing health 
insurance. As with financial and medical privacy, legislation is before the Congress to ad~ess 
especially sensitive personal data ~~ genetic information on individuals. The time to act on each 

'ofthese issues is now. 

."'*'" 

Let me tum now to Ihe specifics ofH.R. 4049. 

The Scope and StruC1UIC o(the Proposed Commission, 

As indicated earlier, the Administration has significant concerns that the Study 
Commission might be used by some as an excuse for delaying needed activity in privacy 
protection. These concerns are especially acute for topics such as medical, financial, and genetic 
information where good legislative proposals are before the Congress now. There has already 

. been extensi ve discussion of these proposals within the Congress and among the stakeholders. 
Further study ofthese topics by the Commission would duplicate the public examination that has 
3lready taken place, without adding real value. The proposed medical privacy rules that become 
final this year will be the result of a multi-year process that generated over 53,000 public 
comments, many in extensive detail. These comments show a need for further action, not further 
study_ 

We recognize that the Congress needs to make its own judgments on these matters, and 
we defer to it in its assessment ofwhat it needs to infonn those judgments. It seems sensible, 
however. to "dopt a focused approach to exploring these topics. Ideally, any fur1her study efforts 
should be done within a short time frame and would build on, not duplieat~ existing studies. 

If there were to be a Commission, contrary to our recommendatioflt we should ensure that 
it foeuses its efforts in an effective way. Again, we are concerned about potential delay. Casting 
too broad a net would delay the work ofany new Commission. with uncertain results. We note, 
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for example, that the treatment ofdata collected on-lirie has been the subject of extensive 
.I' hearings in Congress., as well as public workshops, public conunents. studies. and reports by the 

Department ofCollll'llerce and the White House Electronic Conunerce Working Group. The 
Federal Trade Commission is about to j'ssue a major report. We recognize that tbis is a 
complicated area that rcquires careful evaluation and an understanding ofnew tecbnology. It is 
not clear, howevert that a Commission lasting 18 months will give decisionmakers the belp they 
need. 

Indeed. rather than have a Commission pursuing a very broad set of topics, it might be 
more productive to have techno1ogy and policy experts address specific, emerging issues that 
have not yet benefitted from much attention. One targeted way to study such privacy issues 
might be to enlist the expertise of the National Academy ofSciencesINalional Research Council 
or other appropriate bodies. The NASlNRC has' extensive experience in creating blue.ribbon 
groups with the expertise to provide insight into difficult policy problems. In the privacy area, 
!he NASINRC has already produced studies such as "Cryptography's Role in Securing the . 
Inforrnation Society" (1996) and "For the Record: Protecting Electronic Health Information" 
(1997). Perhaps we should call on it again. 

The NASINRC's Computer Science and Telecommunications Board is currently 
exploring funding for a study on "Authentication TeclUlologles and Their Privacy Implications.l

' 

The problem identified for this study arises from the need to identify people in a trustworthy 
way-that is, to authenticate people-in order to facilitate business and other activities over the 
Internet. Many orthe possible ways to identify people have privacy implicat~ons since they 
involve individuals turning over a good deal ofpersonal information -- from a mother's maiden 
name to eredit card numbers or other information that could put an individual at risk if revealed 
to unauthorized persons. As teChnology develops, our society needs to understand how to make 
authentication work in a way consistent with preserving privacy, 

Another useful study topic~ which similarly does not require a Commission. could be 
biometrics and privacy. t!Biometrics" refer to fingerprints, iris scans, and other physical' 
indicators of identity. Since many companies are now exploring the commercial deployment of 
biometric technology, now is a good time to aSSess the public policy ofbiometrics and privacy. 
Ifdeployed carefully, biometrics could protect privacy by placing less reliance on sending credit 
card numbers or otl'ier sensitive infonnation over the Internet. Ifdeployed badly, however, 
biometric technology could create new privacy risks, such as if biometries were used to record 
each room an employee enters while on the jOb. A study ofthis subject, taking proper account of 
new tecimological developments) could increase the likelihood that biometric systems will be 
more sensitive to privacy concerns as they become widely used, 

For all these reasons. we believe there are sound alternatives to a Privacy Commission. 
If. nonetbeless. legislation'ereating such a Commission moves forward. then we have specific 
concerns about certain provisions in H.R. 4049. For instance, as with other commissions on 
many important n,ational issues, the President should have a greater role in appointing 
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·. 
Commission members. In addition. the current section 7(c) is objectionable because it could he 
interpreted as requiring Executive Branch agencies to tum over confidential or classified 
information to the proposed Commission. The text could read tbat agencies "may," rather than 
"shall" fwnish that information. 

As 1 emphasized earlier, we share with the Congress a very strong interest in protecting 
privacy and look: forward to working with you to find suitable new ways to improve that 
protection. We understand the good intentions motivating the Congressional sponsors of H.R. 
. 4049. Despite our reservations about the specifics of this bill, we welcome the commitment to 
privacy protection that they seek to demonstrate, 

Mr. Chairman an~ Members of the Committee, thank you once again for the invitation to 
discuss these issues. 
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,Mr. Chainnan: 

Thank you for inviting me to provide the Administration's views with respect to H.R. 
220, the "The Freedom and Privacy Restoration Act." We appreciate the opportunity to share 
our thoughts on this legislation, 

President Clinton and Vice President Gore strongly support efforts to safeguard 
individual privacy_ As the President said on Apri130. when announcing his new financial 
privacy proposal: "From our earliest days, part ofwhat has made America unique has been our 
dedication to freedom, and the clear understanding that real freedom requires a certain space of 
personal privacy," Vice President Gore showed similar leadership in 1998 when he called for an 
Electronic Bill ofRights, emphasizing that we should all do our part to protect individual 
privacy, relying on private sector leadership where possible, on legislation when necessary, on 
responsible government handling ofpersonal infon""tion, and on an informed pUblic. 

With this direction. the Clinton Administration is engaged in many initiatives to protect 
personal privacy. For example, the Departtnent ofHealth and Huplan Services is working on 
significant rules to protect the privacy ofpatients' medical records, We have also supported 
enhanced legal protections for financial recoros, as announced by President Clinton only two 
weeks ago. 

The Administration is committed to protecting the privacy ofpersonal information held 
by !he government, For example, this February 8, President Clinwn signed an executive order 
that prohibits every federal departtnent and agency from using genetic information in any hiring 
or promotion action. This order ensUres that critieal health information from genetic tests not be 
used against federal employee,. In addition, programs are underway to strengthen Government 
computer security to provide new privacy safeguards for personal information held by the 
Government. 



As the Administrator ofOlRA, I am especi.llypleased that OlRA in 1998 took on 
enhanced responsibility for coordinating privacy policy throughout the Administration. OIRA 
already had policy responsibility under the Privacy Act of 1974, which applies to federal 
government systems ofrecords, Now it plays a central coordinating role for privacy policy more 
generally. Last year, OMB appointed its first Chief Counselor for Privacy to be the point person 
in this coordination effort. One "fthe first functions of the Chief Counselor was to ensure that 
all Federal agencies successfully posted clear privacy policies on their websites. We 
accomplished that goal in less than 4 months, 

With respect to social security numbers, we agree that it is imperative for the goverurnent 
to bandle such iofonnation with the utmost sensitivity. The Privacy Act of 1974 provides 
important protections against the misuse ofan individual's personal infonnatio~ including social 
security numbers. 

• 	 Under this Act, an agency may only disclose personal infonnation with the 
individual's amnnative consent. subject to limited exceptions specified in the 
Act. Among these exceptions are disclosure: for intra-agency use, limited to 
peopJe who need the information foi the perfonnance oftheir duties; pursuant to 
court order; and for statistical research purposes in form that does not identify tbe 
individual.· 

• 	 The Act requires that individuals, at the time their infoffilation is collected, 
receive notice of the purposes for which the information will be used. 

• 	 The Act incorporates an important minimization principJe - an agency may only 
maintain records about an individual that are relevant and necessary to accomplish 
a purpose required of the agency under a statute or executive order. 

• 	 Under the Act, an individua1 has a right to an accounting as to whom his or her 
records have been disclosed, when, and for what purpose. 

• Under the ComputerM.tching and Privacy Protection Act of 1988 (CMPPA), an 
amendment to tbe Privacy Act, agencies must enter into an a.greement with one 
another specitying how any computer data exchanged will be used and how it will 
be safeguarded. Under the CMPPA. individuals have the right to refute adverse 
information before having a benefit denied or terminated. The CMPPA also 
requires each agency to establish a Data Integrity Board to oversee matching 
actiVities. 

The Privacy Act has special legal protections regarding the collection ofsocial security 
numbers. It prohibits any federal, state, or local government agency from denying any individual 
a right, benefit, or privilege provided by ·Iaw because ofhis or her refusal to disclose his or her 
social security number unless the disclosure is required by a Federal statute or covered by a 
gmndfathering clause for certain pre-1975 activities. Moreover, any agency that requests such 
disclosure must infonn the individual about whether the disclosure is mandatory or voluntary. by 
what authority. and what uses will be made ofit 

The federal government does not sell social security numbers. It is sensitive to their 
confidentiality. Indeed. exemption 6 to the Freedom of Infonnation Act (FOIA) protects social 
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security numbers from disclosure when FOIA requests are made. 

The Administration shares the Committee's concern that the improper disclosure of social 
security numbers can cause significant problems, including the risk ofidenuty theft - a serious 
crime of increasing incidence. One ofour top priorities was the passage ofstrong identity theft 
legislation and we applaud Congress for enacting the Identity Theft Assumption and Deterrence 
Act of 1998. More recently, at the President's request, the Department ofTreasury convened a 
National Summit on ldenlityThefion Marcb 15 and 16 of this year. This Summit brought 
together private sector companies, public interest groups, and government ageneies to consider 
concrete initintives to address this crime. 

Our sense is that particular threats 10 privacy in this area are arising in the private sector. 
Commercial use ofthe social secwity number for identification purposes has become much more 
wideepread. Social security numbers are used in processing applications to coUege, for 
commert:ial Joans. and in countless other areas. This is an area that warrants more attention. 

We agree that we must an work diligently to prevent the misuse ofsocial security 
niunbers in aU areas, including government. We believe. however, that the approach taken in 
H.R. 220 could pose great risks to the government's ability to serve the Amencan people. We 
understand that other agencies are submitting views to the Committee describing the adverse . 
impact ofthi, bill on their individual operation,. We thought it important to emphasize the bill', 
potentially harmful effects in at least three crosscutting areas: (I) the ability to deliver benefits to 
the public; (2) lbe ability to use ,tatistieal programs to help direct federal funds; and (3) the 
ability to root out fraud and abuse through matching programs. 

The govenunent needs social security numb,ers to deliver benefits and services to 
American citizens. Prohibiting the use ofa social security number and the inter-agency use of 
any identifier. as H.R. 220 propo,es to do, would hamper our ability to serve the public. Thus, 
the Department of Veterans Affairs (VA) relies upon social security numbers to coordinate 
patient care across the various public and private entities that currently provide care to veterans. 
Consider also the approximately 2.6 million members of the armed forces who upon separation 
or discharge are eligible for benefits administered by the VA. VA and the Department of 
Defense (DOD) clearly must work together to ensure that the benefits paid by V A are paid to the 
correct fonner DOD armed service member in the correct amount. Social security numbers 
provide the identifYing information that is neCessary for such an assurance. Similarly, in disaster 
reliefeases, the Federal Emergency Management Association and the Small Business 
Administration rely upon soci.l security numbers to identity disaster victims and determine 
eligibility for needed housing, individual and family assistance, and disaster loans. Likewise, the 
unemployment compensation program depends upon the use ofsocial security numbers to assure 
proper paYlru:nls ofbenefits to jobless workers. 

'. 

Under H.R. 220, lhese agencies would evidently need to use other ageney-specific 
identifiers to ensure that the right beneficiary is paid the tight amount. To authenticate the 
identity ofeach individual before assigning such a number, the agency would presumably need 
to use address, telephone. mother1 s maiden name" and/or other verifying infonnation. Su~h data 
can beunr.liable for identification, however,because il is easy to ralsity. To be more reliable, an 



agency might need to collect and compare more than one data element. Even so, the approach 
would be unreliable and would require additional time and resources. It may be that new 
technologies -- such as digital signatures as part of a public key infrastructure - will eventually 
case the gOYl."Il1Il1ent and private sector burden in authenticating the identity of individuals. 
Currently, agencies often lack iliis capability. 

Soci~l security numbers are also critical in carrying out many statistical programs that 
generate our Nation's key social and economic indicatoIS, We have worked diligently to 
improve ilii: efficiency and quality ofour statistic.1 system and 10 reduce ilie reporting burden on 
individuals and businesses. Wiili your help, we have also endeavored 10 create and promote 
necessary salegnards to ensure confidentiality protection for infonnation that is acquired 
exclusively ror statistical purposeS. Our ability to provide bigh quality statistics for natioual, 
slate, and local decision making would be severely hampered by a prohibition on ilie linking of 
social security numbers to data for statistical purposes. The Census Bureau's Intercensal 
Population Estimates Program is one example ofthe losses in quality and efficiency that would 

. . 	 resulL The production of intercensal popUlation estimates relies on the effective use of 
administrative records that contain social security numbers, and the ability to link those records 
across time and across various administrative sources of infonnation. By law~ the Census Bureau 
must produce annual estimates ofthe poputation and its characteristics. As with an other census 
infonnation.1hese data cannot be released in individually identifiable fonn. These data are used 
extensively to allocate federal funds for such other important purposes as distributing state and 
local government services. planning utility servicest and locating retail and manufacturing 
establishments. The inability to use social security numbers and the aSsociated inability to link 
birth records. death records, and similar administrative data would require a total redesign ofthe 
Interccnsal Population Estimates Program, Recent evaluations indicate that alternative methods 
would result in estimates iliat are less accurate and less timely ilian those currently produced. 
Thus, the quality ofstatistical data and the efficiency ofproducing this critical information would 
he seriously eroded. 

Social security numbers are also a critical component in the federal govenunent's efforts 
10 eliminate fraud and abuse. For example. in one program, the Department ofEducation 
matches files of-student loan defaulters via name and social security number with records held by 
HHS's Office ofChild Support enforcement showing current home address, employment address 
2lld income. 11tis match enables Education to contact the delinquent debtors through current 
address infonnstion, attempt to secure'voluntary repayment and, as a last resort, garnish their 
wages to pay olIthe debt, provided their wages exceed a certain threshold. Our estimates predict 
that this program will save taxpayers approximately $1 billion over five years. In addition, the 
Department ofEducation and IRS currently have an income verification system for student loan 
borrowers who choose the Income Contingent Repayment (ICR) option. Under this option, the 
monthly payment amount i. basad on how much money the borrower earns after the borrower 
finishes big education. Education matches its data with IRS data - agnin vi. name and social 
security number - to deternrlne how much a borrower's monthly payment should be. A third 
anti-fraud example is the use of the social security numbers to. reduce improper payments in 
Madicare - specifically by determining ifMedicare beneficiaries should first be drawing on 
employer-sponsored insurance. This match dependa on social security numbers to link spouses. 
10gether and to determine the beneficiaries' employers.. 
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We believe that 'current law protects well against the misuse of social security nwnbers by 
government agencies. We also have concerns that H.R. 220 would signjficantly impair our 
.ability to deliver benefits and services to the American people, to perfonn important statistical 
and research functions, and to eradicate fraud and error in federal payment programs, Vv'hile we 
understand the good intentions of the cosponsors and share their strong commitment to the 
protection ofindividual privacy. we urge great eaution with H.R. 220, lest it cause wtlntended 
adverse consequences that we would all regret. 

Thank you for Ute opportunity to present our views. Please do not hesitate to call upon us 
ifwe may be ofadditional assistance. 

• 
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Mr. Chamnan and members of the Committee, I thank VOll for inviting me here today to discuss. ,.,.... . 

the, important topic of privacy' on government web~sites. As you know, protecting the privacy of 

American citizens is a very high priority for this Administra,tion, We have worked hard to ensure that 

fundamental privacy protections are properly safeguarded as our government, and society at targe. 

moves into the Digital Age. Nowhere is this task more important than in the federal government's 

obligation to continue to protect lhe privacy and confidentiality of the personal i:r:fonuatlon that it 

maintains, and. now, to protect the privacy ofindividua.ls in their interactions with the government over 

the Internet. 

Today the federal government is increasingly becoming an electronic government. full ofnew 

opportunities to provide services and infornlation to the public quickly, easily, and when the public 

wants them. But as you, Mr. Chainnan, and so many others here have noted, we must be vigilant to 

http:ofindividua.ls


ensure that personal privacy protections remain constant or are improved in the process of this 

transformation. I am proud to be able to testify today about the success of this Administration in 

meeting this challenge - ln taking major steps to boost the level ofprivacy afforded to American citizens 

when they access the govemmen~ electronically. Without doubt, we have more to learn ~ a 

government. In this time of revolutionary changes in technology and information flows. all organlzations 

do, no matter their size. But ( am confident that we have achieved significant progress, and are clearly 

heading in the right direction in this critical area. 

To understand the recent General Accounting Office reports on the privacy practices of federal 

agencies on~linc. it is helpful to put them in their proper context and history, First, there is the Privacy 

Act of 1974, which for over a quarter of a century l1as afforded Americans strong legal protections for 

persona) infonnation stored in government systems of records ~- no matter if they exist in paper or 

electronic form. These protections include notice, prohibitions on the unuuthorized release of your 

'personal information, the ability to access your own records, the ability to change errors in your 

records, and security safeguards, among other protections. 

While this Act provides the bedrock privacy protections for Americans, in their relations with 

the government, cha'nges in technology -- most notably the dramatic increase in lntemet~access to the 

government ~~ have produced a different world than existed in 1974. To keep current with meaningful 

privacy protections, the Office of Management and Budget has augmented the Privacy Act provisions 

with policy guidance, and the agencies' response, I believe. has been outstanding, 
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For example, in April 1999, a study revealed that just over one-third of federai agencies had 

privacy policies clearly posted on their main web pages. In June 1999, OMB Director Jacob J, Lew 

issued a memorandum to all agency heads directing them to post clearly labe1ed and clearly \vriUen 

privaty policies on their web~sites by September 1, 1999. Director Lew told agencies then, "We 

cannot realize the fuB potential of the web until people are confident we protect their privacy when they 

visit our sites." 

The message was received by federal agencies. The General Accounting Office confinned this 

result in a review conducted in April of2000 and released on September 5, 2000 ("the first GAO 

report']. This GAO study found that 69 0[70 prinCipal agency web·sites had a privacy policy posted 

on their sites ~- and 31170 did within days of the report's release. Even more impressive, the GAO 

identified 2.692 major Web~site points of entry to six federa\ government agencies, These are sites 

where the largest number of citizens interact with the Federal government. Ofthe sites they reviewed, 

GAO found that only nine lacked privacy policies, 

This reeord of progress is impressive, and, I believe. it is an accurate picture of the state of 

Federal privacy policies on-line, It is a story of working rapidly, across the expansive federal 

government and across thousands of web-pages. to ensure that citizens' privacy is protected when they 

choose to visit the federal government over the Internet. 

As part ofour continuing efforts in the area. OMB Director Lew issued another memorandum 
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tbls June to furtber enbance privacy prowctions on federal wcb~sites, Director Lew directed that 

cookies win not be used on Federal web":sites, except under very limited conditions, He also made 

clear. as a matter of Federal policy, that agencies are to comply with the standards of the Children's 

'Online Privacy Protection Act, even though Congress did not include the Federal Government within 

the scope ofthat law. In addition, he directed each agency to describe its privacy practices and the 

steps taken to comply with Administration privacy policies in its budget submissions this faU to OMB. 

In,rhis way, good privacy protection gets built inlo the budget process, emphasizing to everyone in the 

Govemmcn11hc importance of assuring citIzen privacy. 

These efforts to boost privacy safeguards bave extended to u'reas beyond the federal 

governmenfs practices on-llte, as the Administration has supported strengthening citizens' legal privacy 

protections in such areas as medical information, financial records, genetic information, and SociaJ 

Security numb,:rs< These are categories ofsensitive data that require protection in both the public and 

private sectors. 

In light of this record of significant achievement, you may well ask why GAO reached the 

conclusions thallI did about the Federal agencies> compliance with, the fair infonnation practices written 

by the Federal Trade Commission for commercial web-sites (the second GAO report). The answer, I 

believe} has more to do with the questions that were asked than the practices reported. Specifically, 

" 

the Administration pointed out to GAO staff in the course of that study that the study was misdirected 

and that the answers to the study's questions would be misleading. GAO also has reported that the 
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FTC independently expressed concern that its methodology was f-'inappropnate for use in evaluating 

federal web site privacy policies," 

The central premise ofthis particular study was apparently that the FTC formulation offair 

infonnation practices for commercial web-sites could appropriately be used to measure the privacy 

protections of government web~sites. We think it cannot As noted. the FTC practices were designed 

for the private sector, where the Privacy Act and OMS policy do not apply. This is an important 

difference bet\I;'een commercial companies and federal agencies, even though both the government and 

businesses ofhm use web~sites for the same core purposes: to provide inforrT!ation to consumers and to 

provide services to the pUblic. The fact that there is no law establishing privacy protections for 

individuals in the comrnercial arena led the FTC to stress the need for those web-sites to make dear 

statements as to their privacy protections, The FTC does the same ~- that is, require clear statements v 

about commercial web~site policies with respect to access and security practices, It is through these 

statements that these companies can be held accountable. 

Government webvsites j by contrast, do not have to make any representations to be held 

accountable, The Privacy Act establishes - in the most public way possible - the standards to which 

citize-fls can hold federal agencies accountable and exactly how they can hold agencies accountable, 

Thus, the test of whether a federal web-site provides privacy protection is not whether it includes 

statements that make it compatible with commercial practices, but rather whether good privacy 

protections are in place. The first GAO report confirmed that they are: Vt'hen government web-sites 
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were measured against govenunent privacy standards, the resulls were impressive. 

In this Infonnation Age. it is critical that the federal government continues to use technology to 

keep the public infQnued and to provide services for the pu~lic, The launch ofthe Federal 

government's FirstG~v web~site on September 22 was a major step to enable easy access to 

government resources on-line. In this and many other ways, the need for privacy protection on-line

and the need for public confidence in the Federal govenunenCs on-Hne privacy standards - is expected 

to only increase in the years ahead. It would be most unfortunate if any misleading conclusions as to the 

state of privacy on federal web-sites interfered with our common goal ofachieving an electronic 

government with fuil public participation. 

As I said before, the federal government can, and should, continue to improve tn its protection 

ofthe privacy ofthose individuals who access government web~sites. The first GAO report pointed out 

that we could do a better job ofposting privacy policies at specific Federal web pages where a 

substantial nmount of personal infonnation is collected. That report also made recommendations about 

how OMB might provide clearer guidance to agencies, and we are working vtith the Federal CIO 

Council to respond to those recommendations, Beyond that, 1 think that we will learn much from the 

privacy materials included with the agency FY 2002 budget submissions to OMB. At the same time, 1 

wQuld again emphasize that the Administration's record on privacy protection in this area is strong, with 

a resolute commitment to safeguard personal privacy. 
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I thank you, Mr. Chainnan, for holding this hearing today and for inviting me to testify. r look 

fOIVIard to continuing to work with you and the other members of this committee in making the federal 

government a model of geod privacy practices. 
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